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A Secure and Verifiable Access Control Scheme for
Big Data Storage in Clouds
ABSTRACT:

Due to the complexity and volume, outsourcing ciphertexts to a cloud is deemed to be one of the
most effective approaches for big data storage and access. Nevertheless, verifying the access
legitimacy of a user and securely updating a ciphertext in the cloud based on a new access policy
designated by the data owner are two critical challenges to make cloud-based big data storage
practical and effective. Traditional approaches either completely ignore the issue of access policy
update or delegate the update to a third party authority; but in practice, access policy update is
important for enhancing security and dealing with the dynamism caused by user join and leave
activities. In this paper, we propose a secure and verifiable access control scheme based on the
NTRU cryptosystem for big data storage in clouds. We first propose a new NTRU decryption
algorithm to overcome the decryption failures of the original NTRU, and then detail our scheme
and analyze its correctness, security strengths, and computational efficiency.

INTRODUCTION:

BIG data is a high volume, and/or high velocity, high variety information asset, which requires
new forms of processing to enable enhanced decision making, insight discovery, and process
optimization. Due to its complexity and large volume, managing big data using on hand database
management tools is difficult. An effective solution is to outsource the data to a cloud server that
has the capabilities of storing big data and processing users’ access requests in an efficient
manner. For example in ehealth applications, the genome information should be securely stored
in an e-health cloud as a single sequenced human genome is around 140 gigabytes in size .
However, when a data owner outsources its data to a cloud, sensitive information may be
disclosed because the cloud server is not trusted; therefore typically the ciphertext of the data is
stored in the could. But how to update the ciphertext stored in a cloud when a new access policy
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is designated by the data owner and how to verify the legitimacy of a user who intends to access
the data are still of great concerns.
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