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IDENTITY-BASED ENCRYPTION WITH OUTSOURCED REVOCATION IN CLOUD
COMPUTING

AIM:
Outsourcing computation into Identity Base Encryption and propose a revocable scheme
in which the revocation operations are delegated to Cloud Service Provider.

ABSTRACT:
Identity-Based Encryption (IBE) which simplifies the public key and certificate
management at Public Key Infrastructure (PKI) is an important alternative to public key
encryption. However, one of the main efficiency drawbacks of IBE is the overhead computation
at Private Key Generator (PKG) during user revocation. Efficient revocation has been well studied
in traditional PKI setting, but the cumbersome management of certificates is precisely the burden
that IBE strives to alleviate. In this paper, aiming at tackling the critical issue of identity revocation,
we introduce outsourcing computation into IBE for the first time and propose a revocable IBE
scheme in the server-aided setting. Our scheme offloads most of the key generation related
operations during key-issuing and key-update processes to a Key Update Cloud Service Provider,
leaving only a constant number of simple operations for PKG and users to perform locally. This
goal is achieved by utilizing a novel collusion-resistant technique: we employ a hybrid private key
for each user, in which an AND gate is involved to connect and bound the identity component and
the time component. Furthermore, we propose another construction which is provable secure under
the recently formulized Refereed Delegation of Computation model. Finally, we provide extensive
experimental results to demonstrate the efficiency of our proposed construction.
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INTRODUCTION:

The cloud computing treats computing as a utility and leases out the computing and storage
capacities to the public individuals In such a framework, the individual can remotely store her data
on the cloud server, namely data outsourcing, and then make the cloud data open for public access
through the cloud server. This represents a more scalable, low-cost and stable way for public data
access because of the scalability and high efficiency of cloud servers, and therefore is favorable to
small enterprises .The searchable encryption has been recently developed as a fundamental
approach to enable searching over encrypted cloud data, which proceeds the following operations.
Firstly, the data owner needs to generate several keywords according to the outsourced data. These
keywords are then encrypted and stored at the cloud server. When a search user needs to access
the outsourced data, it can select some relevant keywords and send the cipher text of the selected
keywords to the cloud server. The cloud server then uses the cipher text to match
the outsourced encrypted keywords, and lastly returns the matching results to the search user. In
this section, we present a variant of the secure KNN computation scheme to achieve the searchable
encryption property.
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