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My Privacy My Decision: Control of Photo Sharing on Online Social Networks

Abstract:
Photo sharing is an attractive feature which popularizes Online Social Networks (OSNs).
Unfortunately, it may leak users’ privacy if they are allowed to post, comment, and tag a photo
freely. In this paper, we attempt to address this issue and study the scenario when a user shares a
photo containing individuals other than himself/herself (termed co-photo for short). To prevent
possible privacy leakage of a photo, we design a mechanism to enable each individual in a photo
be aware of the posting activity and participate in the decision making on the photo posting. For
this purpose, we need an efficient facial recognition (FR) system that can recognize everyone in
the photo. However, more demanding privacy setting may limit the number of the photos publicly
available to train the FR system. To deal with this dilemma, our mechanism attempts to utilize
users’ private photos to design a personalized FR system specifically trained to differentiate
possible photo co-owners without leaking their privacy. We also develop a distributed consensus
based method to reduce the computational complexity and protect the private training set. We
show that our system is superior to other possible approaches in terms of recognition ratio and
efficiency. Our mechanism is implemented as a proof of concept Android application on
Facebook’s platform.

Introduction:
OSNS have become integral part of our daily life and has profoundly changed the way we interact
with each other, fulfilling our social needs–the needs for social interactions, information sharing,
appreciation and respect. It is also this very nature of social media that makes people put more
content, including photos, over OSNs without too much thought on the content. However, once
something, such as a photo, is posted online, it becomes a permanent record, which may be used
for purposes we never expect. For example, a posted photo in a party may reveal a connection of
a celebrity to a mafia world. Because OSN users may be careless in posting content while the effect
is so far-reaching, privacy protection over OSNs becomes an important issue. When more
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functions such as photo sharing and tagging are added, the situation becomes more complicated.
For instance, nowadays we can share any photo as we like on OSNs, regardless of whether this
photo contains other people (is a co-photo) or not. Currently there is no restriction with sharing of
co-photos, on the contrary, social network service providers like Facebook are encouraging users
to post co-photos and tag their friends in order to get more people involved. However, what if the
co-owners of a photo are not willing to share this photo? Is it a privacy violation to share this photo
without permission of the co-owners? Should the co-owners have some control over the co-photos?
To answer these questions, we need to elaborate on the privacy issues over OSNs. Traditionally,
privacy is regarded as a state of social withdrawal. According to Altman’s privacy regulation
theory, privacy is a dialectic and dynamic boundary regulation process where privacy is not static
but “a selective control of access to the self or to one’s group”. In this theory, “dialectic” refers to
the openness and closeness of self to others and “dynamic” means the desired privacy level
changes with time according to environment. During the process of privacy regulation, we strive
to match the achieved privacy level to the desired one. At the optimum privacy level, we can
experience the desired confidence when we want to hide or enjoy the desired attention when we
want to show. However, if the actual level of privacy is greater than the desired one, we will feel
lonely or isolated; on the other hand, if the actual level of privacy is smaller than the desired one,
we will feel over-exposed and vulnerable.
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